
Data Recovery Cheat Sheet

Files that "disappear" are usually still on your computer and can often be retrieved, but ONLY if 
the are not "overwritten" by other information. If you lose data:

STEP 1: Avoid Activity that could make your files unable to be recovered
Activities that may make files unrecoverable

 Saving information on your computer
 Installing programs to recover your files

o Program installation causes new files to be stored; these may destroy files you want 
recovered

o Use of recovery programs by non-experts may destroy your chances to recover your 
files (expert means a trained expert in data recovery/computer forensics)

 Installing anything else on your computer
 Continuing to use your computer

o Files are saved on your computer during use; this may destroy files you want 
recovered

Things you should do
 Stop and to NOTHING!

Take a little bit of time to gain some emotional distance from the situation (take a few 
deep breaths and go do something else for 20 minutes)

Unless doing nothing is likely to cause additional damage
 If you need to save open files, save them to a separate drive, if possible (external drive, 

thumb or flash drive, etc.)
 If you have to save information to your main computer, do as little of this as possible.
 Shut down the computer (there may be circumstances when it might be good to leave 

your computer running, without using it, but leaving it on may result in the system 
writing new files on top of those you want to recover)

STEP 2: Answer the Following Questions
1) How much data do you think you are at risk of losing? (How much information do you 

have on your computer?)
2) How important are the data? (Value: Financial, sentimental, necessary vs. merely 

convenient)
3) Can the data be replaced?
4) How easy is it to replace the data?

The greater the value of the data
The more careful you should be about what you do next
And about whom you trust to help you

Step 3: Call an Expert
 Don’t accept the word of your local IT “expert.” 
 Find someone who is an expert in computer forensics and/or data recovery.
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 Tell the expert what you need recovered. The more detailed, the better. (E.g., if you only 
need your financial records from QuickBooks, the expert can look for only those files.)

 Their first step will probably be to evaluate the situation. Then they can give you an idea 
of what is likely to be involved.

Step 4: Make a Decision
Decide: Is it worth the cost, time, and effort to try to get your data back? The information for this
decision comes from:

 Your answers to the questions above (from step 2)
 The preliminary evaluation from the expert (costs, time, likely results, etc.) (from step 3)

If the data are important and valuable, you may decide it is worth it.
If the cost is too high, you may decide not to try to recover the data.
If the cost is too high and you decide not to get expert help, it may then be worth having 
someone try who is not a computer forensic/data recovery expert, but who is good at computers.

When you make this decision, recognize that you probably don't need to recover everything from
the computer, but only certain types of information. If you can be specific about what you are 
looking for, this could make it easier and less expensive than trying to recover "everything."

Conclusions
If you believe you have lost important data

 Understand the chances are good that an expert can recover it (although there may be a 
cost, possibly a high one)

 Don't do anything that could compromise the chances of recovery
 Identify what you need recovered (use the questions in step 2); tell the expert this
 Find an expert to help you (an expert in computer forensics and/or data recovery)

Locating Resources
If you don’t know where to turn for guidance or assistance, you may contact me. If nothing else, 
I can help you evaluate your choices and help you make a better decision. Depending on the 
situation, I might be in a position to help you with the recovery process. Or I could help you 
locate another expert to help you.

Contacting Me
You may contact me by phone or by e-mail. Realize that the phone will go to voicemail. You will
need to leave a message. I will be notified that I have a voice message when I check my e-mail. I
generally check e-mail daily (sometimes more often). When you contact me, be clear as to how 
to reach you. It would be best to provide both phone and e-mail contact information when you 
contact me. If you don't hear back within a day or two, try again. If you wish to leave both a 
voice message and send an e-mail, that would be fine.

With e-mail, put something in the subject line like "HELP Requested" to make sure it stands out.

813-579-5432 (voicemail, leave message)
phil@cybersecurityinsidersecrets.com
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